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PROFILE OF FRAUD PERPETRATOR

No prior criminal history (5%)
Well liked by co-workers
Likes to give gifts/compulsive shopper
Gambling problems not unusual
Long-term employee
Rationalizes, starts small or “borrows”
Lifestyle clues
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REAL EXAMPLE  - CREDIT CARD THEFT

• Acted alone
• Did not have credit card in his name
• Used his supervisor’s card (memorized #)
• Long-term employee
• Red flags noted
• Amount 



REAL EXAMPLE – THE STAFFING AGENCY

• Manager of Staffing Agency
• Father was President of Company
• $2M taken over 4 year period
• 3 Methods:

 Fictitious Vendors
 Fictitious and Excess Payroll
 ACH Payments

• Lessons Learned – Red Flags



AP CHECK FRAUD
Payee on actual check different than system payee
Common fraud 
Seen in large number of recent investigations
Common in small organizations without good segregation of 
duties
Subject has total control of checks and unfettered access to 
accounting software
No oversight or review (“trusted” employee)



DATA ANALYTICS BASICS



Big Data
Information of extreme size, diversity and complexity.

- Gartner, Inc.
Source: http://www.gartner.com/technology/topics/big-data.jsp

Data Analytics
…processes and activities designed to obtain and evaluate data 
to extract useful information and answer strategic questions...

Definitions
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Job
Total 

Transactions
Transaction 

Count
Categorical 

Hits
Holiday 

Transactions
Transactions 

with Keywords

Transactions at 
Merchants of 

Interest
Potential Split 
Transactions

Transactions 
on PTO

Round Hundred 
Dollar 

Transactions
Weekend 

Transactions
Sales Representative 1,239,885.17   16,131         6                52                 215                   178                   -                 81                 21                     1,463             
Vice President Sales 564,654.06      4,112           6                15                 7                      62                     -                 13                 4                       459                
Technical Sales Rep 524,032.93      5,504           6                19                 61                     34                     -                 40                 2                       587                
Business Unit Manager 495,998.25      5,001           6                16                 10                     79                     -                 12                 2                       454                
Customer Service Rep 270,665.16      3,272           6                13                 3                      56                     -                 22                 1                       300                
Executive Vice President 263,505.40      1,724           6                14                 7                      31                     -                 2                   7                       189                
Regional Vice President 223,448.47      1,819           6                5                   59                     11                     -                 15                 2                       178                
VP Operations 194,824.17      1,433           6                11                 1                      7                       -                 5                   1                       181                
Print Production Manager 190,866.42      2,310           6                9                   4                      19                     -                 10                 2                       185                
General Manager 156,892.40      1,915           6                5                   21                     4                       -                 23                 2                       215                
Plant Manager 101,922.90      1,324           6                2                   5                      6                       -                 15                 2                       141                
Production Manager 87,231.55       949             6                1                   12                     3                       -                 13                 5                       72                 
n/a 406,902.25      3,704           5                10                 20                     75                     -                 -                2                       316                
Sales Division Manager 297,656.65      2,470           5                10                 3                      31                     -                 3                   -                    217                
Operations Manager 106,736.03      1,221           5                4                   5                      20                     -                 7                   -                    106                
IT Manager 100,892.16      759             5                2                   5                      29                     -                 2                   -                    132                
Finance Manager 79,946.48       507             5                1                   -                    7                       -                 1                   4                       39                 
Chief Financial Officer 77,086.00       317             5                1                   15                     1                       -                 1                   -                    27                 
CEO & President 72,371.44       433             5                6                   5                      1                       -                 1                   -                    60                 
Business Development Mgr 64,449.41       803             5                1                   3                      15                     -                 -                1                       58                 
Quality Control Manager 50,332.81       634             5                1                   -                    7                       -                 5                   1                       42                 

Summary of Categories



Weekend Purchases

Transaction 
Date

Transaction 
Amount Merchant Name Original Address City Name

State   
Province

Expense 
Description

7/7/2013 79.08           SHERIDAN NURSERIES EST MISSISSAUGA ON
10/5/2013 28.20           VALUE VILLAGE #2027 MISSISSAUGA ON

10/12/2013 56.44           HOMESENSE 013 ETOBICOKE ON
1/11/2014 124.42         CLOVERDALE HOME HARDWA ETOBICOKE ON
1/11/2014 50.76           KITCHEN STUFF PLUS #7 ETOBICOKE ON
1/11/2014 14.63           HOME OUTFITTERS #5116 TORONTO ON
1/11/2014 22.59           TARGET CANADA T3715 TORONTO ON
1/11/2014 31.56           HOMESENSE 013 ETOBICOKE ON
2/2/2014 36.01           HOUSE WARMINGS INC OAKVILLE ON

2/23/2014 235.04         LULULEMON 262 ETOBICOKE ON



Transaction 
Date

Transaction 
Amount Merchant Name Original City Name Expense Description

9/7/2013 48.22           ALBERTSONS #4132 DALLAS personal expense to be reimbursed by Amy
8/11/2013 6.36             STARBUCKS #02240 WOODR WOODRIDGE Card used in error - will send check
12/5/2013 17.71           NOODLES  CO 611 LAGRANGE Check Included - personal mistake
11/2/2013 2,000.00      PTI MARKETING TECH 8588476613 This was billed by mistake and was credited on January 2014 statement
3/26/2014 65.04           FRONT STREET CAFE NEW RICHMOND Personal Expense Check Inclosed
6/29/2013 44.90           LILYDALE BP        QPS LILYDALE gas for personal vehicle
7/3/2013 31.10           HOLIDAY STNSTORE 0336 BROOKLYN PARK gas for personal vehicle
7/9/2013 48.05           LILYDALE BP        QPS LILYDALE gas for personal vehicle

7/13/2013 46.36           LILYDALE BP        QPS LILYDALE gas for personal vehicle
7/17/2013 35.92           HOLIDAY STNSTORE 0336 BROOKLYN PARK gas for personal vehicle
7/19/2013 41.19           HOLIDAY STNSTORE 0336 BROOKLYN PARK gas for personal vehicle
7/21/2013 35.58           LILYDALE BP        QPS LILYDALE gas for personal vehicle

Keyword Search



Accounts 
Payable Payroll

General 
Ledger

Purchasing 
Cards

Examples of Uses in Examinations



EMPLOYEE/VENDOR MATCHING



ADDRESS MINING - MAILBOX SERVICES
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ADDRESS MINING - PROXIMITY
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VENDOR TRENDING ANALYSIS
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Vendor:  JLM Plumbing     Authorized:  Janice L. McPhearson

Test phase

Acceleration 
as confidence 

builds

Getting 
greedy



TEXTUAL ANALYTICS



Textual 
Analytics

Relationship 
Mapping

Named 
Entity 

Extraction

Predictive 
Coding

Topic 
Mapping

Digital 
Forensics

Tone 
Detection



Data Types





Relationship Analysis
Example #1

Investor

L&M Co.

Holly

Frank

Tom

Don

Don 
Prop.

Jerry

Malinda

Fund #1

Ken

Project 
#1



Prevalence of Corruption



Degree



Betweenness Centrality



Fraud risk assessment
Internal controls
Proper environment
External review
Reporting mechanism
Hire right
Fidelity bonding
Establish “Perception of Detection”
Data Mining

Ways to Protect Your Organization


